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n automated process monitoring and con trol, the abilityto multi-
task isn’t just a desirable skill, it’s a fundamental job requirement.
Process engineers must assess such param eters as temperature, hu-
midity, pressure, and agitation—simultaneously and at many
points—all the while following batch recipes exactly. A single out-of-
range variati onin a param eter may be sufficientto com promise prod-
uct quality.

Lately, mu ch of the industry has focused on improving manufac
turing with innovative process analytical technologes. These tech-
nologies prom o tean understanding of the correl a ti onsamong process
parameters and the po ten tial ef fects of these correl ati ons on produ ct
quality. Although this objective is important, it has to some degree
overshadowed the advancem ents in acquiring monitoring, and con-
trolling individual process parameters. Increasingly, these soluti ons in-
volve digital, Web-enabled, and even wireless capabilities.

Ly

Cents and sensor ability
The cost of produ ction relies on the abilityof a system to obtain accu- :-.
rate process information—informati onthat in tu rn is on ly as good as
the devi ces that are used to acquire it. Process sen s ors are at the most
basic level of data acquisition. Sensors have been used for dec ades in a
broad rangeof industries and applications. And their level of sophist-
cationconti nues to represent the capabili tiesof emerging technologies.
Sensors now perform happily in applications they could not have
survived in even a few years ago. These new - gen erati on devices may in
turn beget sens ors for demanding pharm aceutical applications. Tiny
3 e biosensors for knee implants that measure force may someday evolve
Emerging Wlu"ons into sensors for direct-compression tableting or tablet-integrity tests.
prepare to cater to industrial Sen s ors that can now tolerate high vibrations, cen trifugal forces, and
automation with promises of extreme temperatures inside automotive or jet engines may yield
: " 4 smaller-scale sen s ors for cen trifugesin biomanufacturing Alre ady, we
increased efficiencies, faster can study manu facturing machines and indivi dual containers with sen-
communications, and custom sors that monitor pressure, temperature, humidity, force, gases, mi- ;
croorganism levels, and dust, which are all parameters measured in
con tro ll ed environments su ch as barrier isolators or during integrity |
i testing or the detection of fines during tableting. Finally, at the end of
the produ cti online, proximity sen s ors have been used in machine cal-
ibration during labeling and packaging.

| Awireless awakening
i Wi reless techn ol ogyis best known for its applicati ons in pers onal net- § = &
work devi ces or in geospatial communications. The more recent ap-
plications, h owever, h ave targeted industrial processes. Notable are
wi reless sen s orsand, especially, wireless sen s or net works that receive
and transmit data by radio (see sidebar “RF fundamentals”), especially
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in RF identification. The benefits to be gained from wireless
data acquisiti onand mon i toring of process information obvi-
ouslyappeal to indu s tries such as agiculture, automo tive, and
communications. But wireless technology providers are eye-
ing industrial in-plant operati ons as well. Depending on the
application, wireless sensors can eliminatethe time and costs
associated with wiring install a tion or with the devel opm ent of
new dru gsin new facilities or dedicated production lines.

Remotemonitoring.Companies com monly use wi reless tech-
nologyfor monitoring rather than con trol and gen erally to re-
du ce the cost of covering a wide area or to reach places wire
can’t go. Installingand maintaining a hard-wired environment
can cost tens of thousands of dollars, so switching to a wirdess-
sensordata-acquisitionsys tem is very much a case-by-case de-
cision. As many as 85 wireless temperature transistors distrib-
uted throughout a warehouse, for example, can be configured
to read the environment in near-real-time and relay their data
to a commonbase radio (XYR5000 wi reless transmitters, Hon-
eywell, www.honeywell.com).

Gitic areas. In some cases, wiring costs soar because the lines
must span difficult spaces: hazardous areas; areas that must
maintain stringent environmental conditi ons (such as positive-
pressure isolators ) ; areas whose humid, corrosive, or otherwise
inimical envi ron ment destroys cable and drives maintenance
costs through the roof; or areas, like pilot plants, where floor-
plans and instrumentationchangeregularly. Specificaly, man-
ufacturers have designed wireless data systems for Class I (Di-
vision 1 and Division2) areas. Class I locations may experien ce
free flammable gases or vapors in concentrations high enough
to explode or burn. A pharmaceutical manufacturing plant or
laboratory that handles solvents might qualify as a Class I area
(see Table I for more examples).

Class I areas are further subdivided into four groups, A
through D, according to the level of hazardus atmosphere. For
example, Group A defines atmospheres containing acetylene;
Group B includes locations containing ethylene oxide, hydro-
gen, and manu factured gases containing more than 30% hy-
drogen by volume; Group C classifies atmospheres containing
ethylene, methyl ether, and gas or vapors of equivalent hazard;
and Group D defines atmospheres containing acetone, ethyl al-
cohol, and gas or vapors of equivalent hazard. Sensor cables in
Class I, Division 1 environments must run through expensive
explosion - proof conduit. Says MathewPiecuch at Adalet, “The
techn ologyfor these sensors has existedbut until recentlyit has
never been available for Class I Division 1 areas because of the
requirement that they must be in explosion-proof enclosures”
(XANT Division 1 wireless transmitter, www.adalet.com).

Machinery in motion. It’s of ten difficult to obtain process data
from ro tating machinery su chas blen ders, mixers, or dryers or
from inside equipment that must be moved from one location
to another. For example, Hon eywell’s XYR5000 transmitters
can be used in freezers, ovens, and spinning drums, and
Micro Strain’s Embed Sense sen s oris design ed for spinning ma-
chinery that generate extreme accelerations (to 50,000¢ by in-
dependent tests) (www.microstrain.com).

Mobile personnel. Opera tors may be more efficientif theyare
on the plant floor ga th ering data direct ly using an indu s tdal or
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RF fundamentals

Most countries have several license-free radio frequency (RF) bands.The two
most commonly used are the 900-MHz (specifically 902—-928 MHz) and the 2.4-
GHz bands. The 900-MHz band is unique to devices available in the United States
and Canada, whereas 2.4 GHz devices can be used worldwide.

The IEEE 802.15 (Bluetooth) and IEEE 802.11 (WiFi) radio standards operate at
2.4 GHz.These standards typically are used for wireless office and personal area
networks. Because of their short ranges, they fit poorly in industrial settings. In
addition, walls or steel may not obstruct the signal, so in-plant interference may
be a problem.The 900-MHz frequency enjoys better propagation performance
and is better suited for industrial settings.

The IEEE 802.15.4 standard (known as “Zigbee,” from the Zigbee Alliance, a
group of companies supporting the standard) was recently developed
specifically for remote monitoring and control. It is designed for very low power
consumption, so batteries last longer. It can operate reliably over a broad range
of temperature specifications and has better protection against radio frequency
interference than 802.11 or Bluetooth. Zighee can operate in the 868—928 MHz
band or the 2.4-GHz band, so its devices can be used worldwide. It has a reported
range of 100-300 ft, and data-transfer rates of 250 kbps are considerably lower
than Bluetooth’s 1 Mbps.What it offers in reliability, low power, and cost
effectiveness, however, it lacks in speed and flexibility in comparison with the
802.11 standard. Although Zigbee seems best suited for home automation, the
technology is still very much in its infancy. Still, forecasters estimate that
industrial automation will account for about 15% of Zigbee's growth by 2008.

(Ref. www.zigbee.org, www.bluetooth.com, www.ieee.org).

“ruggedized” tablet PC, industrial pocket PC, or Windows CE
device. Depending on the operation, the operator may even
have control capabilities.

Movement of produ ct. Micro Strain’s Embed Sense producct, for
example, can be embedded directlyinside various materials.
This yi elds a produ ct - eye - viewof process, storage, and transfer
conditions. Similarly, Sensor Wireless (www.sensorwireless.can)
has developed a “Smart Vial” that runs through the process along-
side real vials and iden tifies “abuse points” in the process by send-
ing real-timedata to a handheld device. (The company has also
developed similar produ cts for food - processing lines, “the Crack-
less Egg” and “the Sm a rt Spud”).

Why wireless works

Anyone who has used a wireless devi ce has ex perienced the con-
venience, the flexibility, and, sometimes, the head ache of the
technology. Wireless doesn’t necessarily mean worry-free, and
even industry pundits admit that its immediate value in in-
dustrial environments is to complement existing data acquisi-
tion systems. Con cerns abo ut indu s trial sen s ors are familiar to
any cell-phone user: reliability (how strong is the signal, will it
always be there, interference); delay; security; and power con-
sumption. Wireless sensors are possibk in industrial settings
because the sensor industry has, for the most part, addressed
manufacturers’ major concerns.

Signalreliability. Wireless data signal strength depends on the
sys tan’s set up and the frequency. Companies purchasing wire-
less data acquisition sen s ors should verify wheth er purchase in-
cludes customized set up. Before taking orders for its XYR5000
wi reless transmitters, for example, Honeywell first surveys the
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Figure 1: HMI screen for pharmaceutical manufacturing (Genesis32,
Iconics).

area to ensure signal strength. “That way, we guaran tee that the
signal is going to be reliableand custom ers are going to get the
strength they need . Site su rveys are the essen tial com pon ent of
the wireless process,” says Hector Baressi, gl obal manager for
wi reless techn ol ogies at Honeywell.

Radio frequency for data transmission requires two license-
free frequ ency bands, each with its particular range and sus-
ceptibility to interferen ce (see sidebar, “RF fundamentals”).
Th ree current IEEE standards app ly to these frequ ency ranges:
802.15 (Bluetooth), 802.11 (WiFi), and 802.15.4 (Zigbee).IEEE
working groups conti nue to refine and expand these standards.
Lately, wi reless mesh net work architecture, in whichthe trans-
mitters also act as ro uters, have also been used to ensurereli-
able data signal.

Delay. Wireless can be slower than properly routed hard-
wired setups. “As the technology improves, h owever, the dif-
feren cein time with wi reless dataacquisition willbe shorter,”
predicts Baressi. “ Normally, wired instrumentati on works in
the half-second to 400 ms time, which is mainly used for con-
trol applications. In the case of wireless, we can work up to
on ce per second. We don’t position wireless for control; we do
positionit for monitoring, wh ere updates one second apart are
acceptable.”

Security. Data-signal security may be wireless users’ greatest
concern. A radio-frequency data signal is secured through spread-
spectrum technology, a transmissiontechnology first developed
for military use. There are two implementations: direct-
sequence spread spectrum (DSSS) and frequency-hopping spread
s pectrum (FHSS). In FHSS, whichis used in wi reless local area
networks, the data signal is modulated with a narrowband
carrier signal that hops from frequency to frequency over a wi de
band of frequ encies (ei th erthe 900-MHz or the 2.4-GHz band,
see sidebar “RF fundamentals”). The FCC requires manu fac-
turers to use at least 75 frequencies per transmission channel,
with a maximum dwell time (the time spent transmitting at a
particular frequ ency between hops) of 400 ms. The random
sequence, known as the hopping code, is programmed into the
transmitter and receiver. The signal en er gyis spreadin the time
domain rather than chopping it into small pieces in the
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frequ ency domain. This process reduces interferen ce because a
signal from a narrow-band sys tem will only affect the spread
spectrum signal if both are transmitting at the same frequency
at the same time. If synchronized properly, a single logical chan-
nel is maintained.

Spread-spectrum communications even make it possible to
transmit signals that are much weaker than the wide - spactrum
background noise level. Spread spectrum technology is based
on the Shannon-Hartley law, which states:

C=Wlog,(1 +S/N)

in which Cis the channelcapacity in (kbit/s), Wis the channel
bandwidth (in kHz), and S/N is the signal-to-noise ratio ex-
pressedas a pure ratio (i.e., not in decibds). If one wants to
transmit at 50 kbit/s over a 1-MHz bandwidth (W = 1000),
then the minimum signal-to-noise ratio required is

50 = 1000 log,(1 + S/N)
S/N = 2(501000) — | = 0,035

which corresponds to —14.5 dB.

Powerconsumption. O ncecon sidered battery hungry devices,
sensors now incorporate batteries with 3—5 year operational
lives, depending on use, and 10-year shelf lives. Sensors incor-
porating battery alternative sources also have been designed.
MicroStrain’s EmbedSense device uses an inductive link to re-
ceive power from an external coil and returns digital informa-
tion su ch as strain, temperature, and unique ID information.
In the future, devi ces com p lying with the new IEEE 802.15.4
Zigbee wireless standard also can be designed to provide long
battery life.

Paper cuts

Walking the wi reless walk may be far off for companies that still
cling to the security blanket of paper. In process-condition
records, for example, the advantage of paperless digital record-
ing inclu de programming, n et working via Ethern et/IP inter-
face capabilities, and archiving Otheradvantage includeelim-
inating the costs of paper, ink, and storage, along with the ability
to conduct data analyses faster and present re sults more dearl.
Di gital recorders can also be program med to provi de instanta-
neous, average, or increm ental values and can be net worked to
provide information over a secure Web system.

A Web interfaceis the preferred format for data sharing and
remote monitoring. Web-enabled devices and software make
it easy to mon i tor digital informationacross secure com mu-
nication systems su chas a company’s Intranet site. An increasing
number of software sys tems are incorpora ting short messag-
ing service communications (SMS) as well as global sys tems
for mobile (GSM)communications. SMS notifies rem o te per-
sonnel of cri tical events by mobile telephones, e-mail accounts,
and pagers . GSM is a mobile- ph one technology that allows re-
mote acknowled gement of notification and confirmation of
receipt.
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Division 1

* Locations in which hazardous concentrations of
flammable gases or vapors exist continuously,
intermittently, or periodically under normal conditions.

e Locations in which hazardous concentrations of
flammable gases or vapors may exist frequently because

of repair or maintenance operations or because of leakage.
* Locations in which breakdown or faulty operation of
equipment or processes might release hazardous
concentrations of flammable gasses or vapors.

Division 2

* Locations in which volatile flammable liquids or flammable
gases are handled, processed, or used but are normally
kept in closed containers and can only escape due to
accidental rupture.

¢ Locations in which hazardous concentrations of gases or
vapors are normally prevented by mechanical ventilation
and might become hazardous due to failure of the
ventilating equipment

e Locations adjacent to Class I, Division 1 locations.

Toolkits for control

Digital data systems, especially those that are also Web-enabled,
facilitateprocess con trol du ring batch manufacturing. The goal
for these sys tems is to provide real-time diagnostics and con-
trol of the instruments and operations, ri ght down to the valves,
motors, and pumps. Several commercially packa ged and cus-
tomized soluti ons are available. The configuration, type, and
design of a control system a company chooses depends on the
level of con trol and the number of I/O points that must be han-
dled as well as the cost, speed, usability, start up time, and ease
of installation and validation.

At a minimum, con troll ers should be able to work with a va-
riety of bus pro towls, induding popular platforms suchas OPC
(OLE for process control or open connectivity), Foundation
fieldbus, and Hart. Hart is a single-wire sys tem (one wire per
device). Fieldbus is one wire to 16 devices, and hundreds of
these can be grouped on to one cable. At a higher level, either
through high - s peed Fthern et or remote con trollers, thousands
of devices can be configured into one wire.

Modern hybrid con trollers, for example, have Eth ern et open
con n ectivi ty, recipe handling capabilities, and the abilityto han-
dle a variety of analogand digital modules. One important fe a-
ture of the interfaced programmable logic controller (PLC) is
the “feel” of the graphic interface. One recentlyreleased con-
troller design has a touchscren interface (model T800 visual
supervisor, Invensys/Fox boro, www. faxboro. com). Finally, most
contro ll ers are Windows based and some newer softwaresys-
tems incorporate biometric technology.

Mu ch excitem ent for those control systems offering Win-
dows-based gra phic user interface is the upcoming release of
Microsoft’s 64-bit Project Longhorn operating system. At first
Microsoft sch eduled Longhorn’s release for late 2004, but the
most recent proj ecti ons put the release date som etime in 2006.
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The jump to Longhorn is analogous to the transition from 16-
bit Windows 3.1 to 32-bit Windows NT, explains Tim Donald-
son at Iconics (www.iconics.com). Microsoft also is planning
to release its Indigosoftware, the next versionof the .Net frame-
work, which will affect devel opers that use Web-based data
sharing.

HMI/SCADA. Human machine interface/supervisory control
and data acquisition (HMI/SCADA) sys tems take data from the
control layer and make the data available to higher levels (e.g.,
manufacturing executi on systems). Donaldson explains that
some companies distinguish between the HMI and SCADA,
but most combine the two. Because HMI/SCADA all ows direct
communicationbet ween the process and industry personnel,
compatibility with wireless technology and Web-enabled ca-
pabilities can lead to greater efficiency, especially when per-
sonnel can view information directly from the plant floor.

HMI/SCADA provi des both monitoring and control. Di rect
connection to the OPC infrastructure all ows real-time, bi-
directional communication between the HMI and PLCs. OPC
is a standard for the HMI (the graphical interface to the con-
trol process) or client software to talk to I/O devices.

Donaldson suggests that HMI/SCADA systems be compati-
ble with va rious field bus pro tocols. Otherquesti ons companies
may ask when selecting HMI/SCADA software include:

e Compliancewith 21 CFR Part 11. Can each opera tor inter-
action be accounted for to establish an audit trail?

e The type of platform the software reside on. Donaldson says
98% of systems are Windows based. Can the platform be scaled
down (e.g., from Windows XP to Windows CE)?

@ Does the software have a Web interface so that it can be con-
trolled rem o tely? Does it have a server that can feed the in-
formation to different Web clients?

e Can you have wireless communications connecting to the
HMI server?

e What devices communicate with the HMI server?

e Is there an interface built in that allows users to read values
from legacy hardware?

e How easy is it to create the on-screen graphics of tanks, ves-
sels, and pumps that are essential to the process? Ideally, the
software would have a library of prebuilt gra phics for these
objects.

Easing into automation
Di gital automationprovides a hands-of f advantage. For exam-
ple, automation sys tems provi de data acquisition capahilities
by means of electrical con n ecti ons to sensors in the field that
can provi de informati on about the number of pounds of in-
gredients into a tank and process conditions such as tempera-
ture and pressure. Automation also provides control capabili-
ties to specific devi ces such as motors, valves, and actuators.
Finally, automation systems coordinate the sensors with the
process instruments, automatically contro lling the tempera-
ture, pressure, and level to make a batch according to a pro-
grammed recipe.

Although several automation systems are commercially avail-
able, they share many standard features. According to David
Holmes at Emers on Process (www.easycltav.com), most au-
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toma tion systems of fer the foll owing ca-

pabilities:

o the abilityto re ad inform a ti onfrom in-
strum ents su chas sen s ors (data acqui-
sition)

e the ability to send el ectrical outp uts to
s pecific process equipment (e.g., motors,
valves, cen tri fu ges) that may changethe
rate of heating or cooling, pressure, and
so forth

e an HMI interface or gra phics represen-
tation of what is going on in the plant

e the abilityto control instruments to co-
ordinate a particular task such as mak-
ing a batch

e the ability to repeat an operation with
minimal human interference

“The difference among vendors is in
how well and how fast they can perform
these capabilities,” says Holmes. Another

factor that distinguishes automati onsof t-

ware systems, says Kim Connor (Emer-

son), is assistance in meeting regulatory

requirements, quickcommissioning (e.g.,

getting online as fast as possible by taking

advantageof bus devi ces), and dass-based

Sk
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EmbedSense wireless sensor (MicroStrain)

configuration (e.g., users createa partic-
ular configuration and can reuse that con-
figuration in various places).

For example, Emerson’s DeltaV au-
tomation system provides diagnostic in-
formation about equipment. Previously,
instrument health was estimated on the
basis of historical information. Now sys-
tems can actually assess the health of the
instrument and alarm the operator that a
devi ce is not working properly or may fail
in the near future. This capability is known
as “predictive technologies” or what Emer-
son calls “assetmanagement” or “assetop-
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timization.” Another newly availabk ca-
pability with some automation software,
and of in cressing interest to manu factur-
ers, is Web-enabled engineering services.

Batch management. Batch management
functions in fully integra ted systems bring
allof this informationtogetherontoone
platform. One automationsys tem uses its
patented fram ework to organizeprodu c-
tion-facilitydata in va rious formats so that
engineers, opera tors, con trollers, manage-
ment, and maintenance personnel all can
view the informationin context rel evant
to their jobs (Aspect Object fram ework,
800xA exten ded automation system, ABB,
www.abb. com). If a batch management
system has Web-enabled capabilities as well
as SMS and GSM technologies, informa-
tion can be monitored rem o tely and re-
mote personnel can be notified of critical
batchor process events.

The 800xA batch management system
also can “done” batch process equipment,
according to ABB’s J. Ruhe. Users don’t
have to modify master recipes when
adding new produ ction capacity to their
plants. Instead, once the new process
equipment has been qualified for pro-
duction, it can be added to an equipment
group definition. Equipm ent groups de-
fine units of similar process capability.
Mas ter reci pes (con trol reci pes) can spec-
ify equipment requirements by reference
to equipment groups.

Integrati onis one of the main interests
in batch management solutions. Says Ruhe,
“We are starting to see an increase in re-
quests for integra ti on of trad i ti onal batch
functionalitywith material tracking and
quality managem ent functionality man-
agement of lot samples, for instance within
the overa ll inventory or material tracking
management functionality”

Fall back or spring ahead?
Companies don’t usually buy sensors and
place them node - by-node within their fa-
cilities. And they certainlydon’t buy and
installnew software every time a new ver-
sionis rdeased. “There are still companies
that don’t want to invest in software,” s ays
Dietmar Mueller at Werum Software & Sys-
tems (www.werum.com). “In the long run,
this is a disadvantagewh en manufacturers
are competing with larger companies.”
Moreover, pharmaceutical ompanies
mayalso shy away from souped-up auto-
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mated systems because they hate to tear out and replace exist-
ing monitoring control, or automationsystems while they sti Il
functi on properly. One pharmaceutical engineer noted, how-
ever, that the sys tems used at his facility were about 20 years
old, deteri orating badly, and were no lon ger su pported by their
original suppliers. The company knows it will eventually need
to install new system, but it just hasn’t been a priority yet.

Some drug makers may not see automation as a place for in-
vestment because installationand revalidation is too time-con-
suming “The main reason that keeps companies from upgrading
software versions to existng production lines is validation,” says
Donaldson. “Oncea sys tem is validated, most manu factu rers
do not want to upgrade because the validation cost outweighs
the cost of new software.”

Moreover, software vendors often have difficulty dem on-
stra ting the cost-effectiveness of n ewtechnologies because pre-
vious dients hesitate to share process details. It’s that ed ge, their
clients claim, that holds them ahead of their competitors.

So just wh enis it the ri ght time to invest in new technology?
“An ideal time is when new validation will be required” says
Donaldson. “Otherindustries add a node here or a node there,
but in the ph a rm aceutical world, its more likely wh en they are
redoing the whole production line; so they add HMI software
with new sensors, new mixers, new everything.”

In the interim, it’s difficult for companies to invest in webbed
or wireless technologies until they are at minimum com fort-
able with digital technology. A large and very realistic concern
is how the increase in electronic data coming from new process
sensors will affect compliance with 21 CFR Part 11. And until
the industry is as comfortable with Part 11 as it is with e-mail,
investments in digital systems will be made hesitantly.

Right now, makers of devi ces like process sensors may not
specifically target regulated industries, but some software ven-
dors have realized that knowing ph a rm aceutical regulatary re-
quirements can give them a com peti tive edge. In fact, pharma-
ceutical companies at this time may not necessarily be looking
for bleeding-edgetechnologyin their softwaresolutions—pre-
ferring inste ad to focus on solutions that will just keep their
businesses running smoothly “Companies are looking more
for systems that are reliable and robust in addition to compli-
ance with regulatory requirements,” says Mueller.

While Donaldson agrees that compliance and cost are the
primary factors, he contends that process efficiengyshould also
enter the equation. As he observes, “You have to put a different
spin on it by asking, ‘How long can a company be competitive
with the old style of record keeping? Com peting companies are
put ting new equipment into their manufacturing facilities. Th ey
aremaking more produ ct with fewer people and can get prod-
uct out the door quicker. They are producing more. Why are
they making these investments?”” PT
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