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n autom a ted process mon i toring and con tro l , the abi l i ty to mu l ti-
task isn’t just a desirable skill, it’s a fundamental job requirement.
Process en gi n eers must assess su ch para m eters as tem pera tu re , hu-
m i d i ty, pre s su re , and agi t a ti on — s i mu l t a n eo u s ly and at many

points—all the while following batch recipes exactly. A single out-of-
ra n ge va ri a ti on in a para m eter may be su f f i c i ent to com promise prod-
uct quality.

L a tely, mu ch of the indu s try has foc u s ed on improving manu f ac-
tu ring with innova tive process analytical tech n o l ogi e s . These tech-
n o l ogies prom o te an understanding of the correl a ti ons among proce s s
p a ra m eters and the po ten tial ef fects of these correl a ti ons on produ ct
qu a l i ty. Al t h o u gh this obj ective is import a n t , it has to some degree
overs h adowed the adva n cem ents in acqu i ri n g, m on i tori n g, and con-
tro lling indivi dual process para m eters . In c re a s i n gly, these soluti ons in-
volve digital, Web-enabled, and even wireless capabilities.

Cents and sensor ability
The cost of produ cti on relies on the abi l i ty of a sys tem to obtain acc u-
ra te process inform a ti on — i n form a ti on that in tu rn is on ly as good as
the devi ces that are used to acqu i re it. Process sen s ors are at the most
basic level of data acqu i s i ti on . Sen s ors have been used for dec ades in a
broad ra n ge of i n du s tries and app l i c a ti on s . And their level of s oph i s ti-
c a ti on con ti nues to repre s ent the capabi l i ties of em er ging tech n o l ogi e s .

Sen s ors now perform happ i ly in app l i c a ti ons they could not have
su rvived in even a few ye a rs ago. These new - gen era ti on devi ces may in
tu rn beget sen s ors for demanding ph a rm aceutical app l i c a ti on s . Ti ny
biosensors for knee implants that measure force may someday evolve
into sensors for direct-compression tableting or tablet-integrity tests.
Sen s ors that can now to l era te high vi bra ti on s , cen tri f u gal force s , a n d
ex treme tem pera tu res inside autom o tive or jet en gines may yi el d
s m a ll er-scale sen s ors for cen tri f u ges in bi om a nu f actu ri n g.Al re ady, we
can stu dy manu f actu ring machines and indivi dual con t a i n ers with sen-
s ors that mon i tor pre s su re , tem pera tu re , hu m i d i ty, force , ga s e s , m i-
c roor ganism level s , and du s t , wh i ch are all para m eters measu red in
con tro ll ed envi ron m ents su ch as barri er isolators or du ring integri ty
testing or the detection of fines during tableting. Finally, at the end of
the produ cti on line, prox i m i ty sen s ors have been used in machine cal-
ibration during labeling and packaging.

A wireless awakening
Wi reless tech n o l ogy is best known for its app l i c a ti ons in pers onal net-
work devi ces or in geo s p a tial com mu n i c a ti on s . The more recent ap-
p l i c a ti on s , h owever, h ave targeted indu s trial proce s s e s . No t a ble are
wi reless sen s ors and, e s pec i a lly, wi reless sen s or net works that receive
and transmit data by radio (see sidebar “RF fundamen t a l s” ) , e s pec i a lly
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in RF iden ti f i c a ti on . The ben efits to be ga i n ed from wi rel e s s
data acqu i s i ti on and mon i toring of process inform a ti on obvi-
o u s ly appeal to indu s tries su ch as agri c u l tu re , a utom o tive , a n d
com mu n i c a ti on s . But wi reless tech n o l ogy provi ders are eye-
ing indu s trial in-plant opera ti ons as well . Depending on the
a pp l i c a ti on , wi reless sen s ors can el i m i n a te the time and co s t s
a s s oc i a ted with wi ring install a ti on or with the devel opm ent of
n ew dru gs in new fac i l i ties or ded i c a ted produ cti on lines.

Re m o te monito ri n g.Companies com m on ly use wi reless tech-
n o l ogy for mon i toring ra t h er than con trol and gen era lly to re-
du ce the cost of covering a wi de area or to re ach places wi re
c a n’t go. In s t a lling and maintaining a hard - wi red envi ron m en t
can cost tens of thousands of do ll a rs , so swi tching to a wi rel e s s -
s en s or data-acqu i s i ti on sys tem is very mu ch a case-by-case de-
cision. As many as 85 wireless temperature transistors distrib-
uted throughout a warehouse, for example, can be configured
to read the environment in near-real-time and relay their data
to a com m on base radio (XYR5000 wi reless tra n s m i t ters , Hon-
eywell, www.honeywell.com).

Cri t i cal are a s. In some cases, wi ring costs soar because the lines
must span difficult space s : h a z a rdous are a s ; a reas that mu s t
maintain stri n gent envi ron m ental con d i ti ons (su ch as po s i tive -
pre s su re isolators ) ; a reas whose hu m i d , corro s ive , or otherwi s e
inimical envi ron m ent de s troys cable and drives mainten a n ce
costs through the roof; or areas, like pilot plants, where floor-
plans and instru m en t a ti on ch a n ge reg u l a rly. S pec i f i c a lly, m a n-
ufacturers have designed wireless data systems for Class I (Di-
vi s i on 1 and Divi s i on 2) are a s . Class I loc a ti ons may ex peri en ce
free flammable gases or vapors in concentrations high enough
to explode or burn. A pharmaceutical manufacturing plant or
laboratory that handles solvents might qualify as a Class I area
(see Table I for more examples).

Class I areas are furt h er su b d ivi ded into four gro u p s , A
t h ro u gh D, according to the level of h a z a rdous atm o s ph ere . For
ex a m p l e , Group A defines atm o s ph eres containing acetyl en e ;
Group B includes locations containing ethylene oxide, hydro-
gen , and manu f actu red gases containing more than 30% hy-
drogen by volume; Group C classifies atmospheres containing
ethylene, methyl ether, and gas or vapors of equivalent hazard;
and Group D defines atm o s ph eres containing aceton e , et hyl al-
cohol, and gas or vapors of equivalent hazard. Sensor cables in
Class I, Division 1 environments must run through expensive
ex p l o s i on - proof con du i t . Says Ma t h ew Piec u ch at Ad a l et ,“Th e
tech n o l ogy for these sen s ors has ex i s ted but until recen t ly it has
never been available for Class I Division 1 areas because of the
requirement that they must be in explosion-proof enclosures”
(XANT Division 1 wireless transmitter, www.adalet.com).

Ma c h i n e ry in motion. It’s of ten difficult to obtain process data
f rom ro t a ting mach i n ery su ch as bl en ders , m i xers , or dryers or
from inside equipment that must be moved from one location
to another. For ex a m p l e , Hon ey well ’s XYR5000 tra n s m i t ters
can be used in free zers , oven s , and spinning dru m s , and 
Mi c ro S tra i n’s Embed Sense sen s or is de s i gn ed for spinning ma-
chinery that generate extreme accelerations (to 50,000g by in-
dependent tests) (www.microstrain.com).

Mobile pe r s o n n e l . Opera tors may be more ef f i c i ent if t h ey are
on the plant floor ga t h ering data direct ly using an indu s trial or

“ruggedized” tablet PC, industrial pocket PC, or Windows CE
devi ce . Depending on the opera ti on , the opera tor may even
have control capabilities.

Move m e nt of prod u ct. Mi c ro S tra i n’s Embed Sense produ ct , for
ex a m p l e , can be em bed ded direct ly inside va rious materi a l s .
This yi elds a produ ct - eye - vi ew of proce s s , s tora ge , and tra n s fer
con d i ti on s . Si m i l a rly, Sen s or Wi reless (www. s en s orwi rel e s s . com )
has devel oped a “Sm a rt Vi a l ” that runs thro u gh the process alon g-
s i de real vials and iden tifies “a buse poi n t s” in the process by sen d-
ing re a l - time data to a handheld devi ce . (The com p a ny has also
devel oped similar produ cts for food - processing lines,“the Crack-
less Egg” and “the Sm a rt Spud”).

Why wireless works
Anyone who has used a wi reless devi ce has ex peri en ced the con-
ven i en ce , the flex i bi l i ty, a n d , s om eti m e s , the head ache of t h e
technology. Wireless doesn’t necessarily mean worry-free, and
even indu s try pundits admit that its immed i a te va lue in in-
dustrial environments is to complement existing data acquisi-
ti on sys tem s . Con cerns abo ut indu s trial sen s ors are familiar to
any cell-phone user: reliability (how strong is the signal, will it
always be there, interference); delay; security; and power con-
su m pti on . Wi reless sen s ors are po s s i ble in indu s trial set ti n gs
because the sen s or indu s try has, for the most part , ad d re s s ed
manufacturers’ major concerns.

Signal re l i a b i l i ty. Wi reless data signal strength depends on the
s ys tem’s set up and the frequ en c y. Companies purchasing wi re-
less data acqu i s i ti on sen s ors should verify wh et h er purchase in-
clu des custom i zed set up. Before taking orders for its XY R 5 0 0 0
wi reless tra n s m i t ters , for ex a m p l e , Hon ey well first su rveys the

Most countries have several license-free radio frequency (RF) bands.The two
most commonly used are the 900-MHz (specifically 902–928 MHz) and the 2.4-
GHz bands.The 900-MHz band is unique to devices available in the United States
and Canada,whereas 2.4 GHz devices can be used worldwide.

The IEEE 802.15 (Bluetooth) and IEEE 802.11 (WiFi) radio standards operate at
2.4 GHz.These standards typically are used for wireless office and personal area
networks. Because of their short ranges,they fit poorly in industrial settings. In
addition, walls or steel may not obstruct the signal, so in-plant interference may
be a problem.The 900-MHz frequency enjoys better propagation performance
and is better suited for industrial settings.

The IEEE 802.15.4 standard (known as “Zigbee,”from the Zigbee Alliance, a
group of companies supporting the standard) was recently developed
specifically for remote monitoring and control. It is designed for very low power
consumption,so batteries last longer. It can operate reliably over a broad range
of temperature specifications  and has better protection against radio frequency
interference than 802.11 or Bluetooth.Zigbee can operate in the 868–928 MHz
band or the 2.4-GHz band, so its devices can be used worldwide. It has a reported
range of 100–300 ft,and data-transfer rates of 250 kbps are considerably lower
than Bluetooth’s 1 Mbps.What it offers in reliability, low power, and cost
effectiveness, however, it lacks in speed and flexibility in comparison with the
802.11 standard.Although Zigbee seems best suited for home automation,the
technology is still very much in its infancy.Still, forecasters estimate that
industrial automation will account for about 15% of Zigbee’s growth by 2008.

(Ref. www.zigbee.org, www.bluetooth.com, www.ieee.org). 

RF fundamentals
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a rea to en su re signal stren g t h . “That way, we guara n tee that the
s i gnal is going to be rel i a ble and custom ers are going to get the
s trength they need . Si te su rveys are the essen tial com pon ent of
the wi reless proce s s ,” s ays Hector Ba re s s i , gl obal manager for
wi reless tech n o l ogies at Hon ey well .

Radio frequency for data transmission requires two license-
f ree frequ ency bands, e ach with its particular ra n ge and su s-
cepti bi l i ty to interferen ce (see sideb a r, “RF fundamen t a l s” ) .
Th ree current IEEE standards app ly to these frequ ency ra n ge s :
802.15 (Blu etoo t h ) , 802.11 (Wi F i ) , and 802.15.4 (Zi g bee ) . I E E E
working groups con ti nue to refine and expand these standard s .
L a tely, wi reless mesh net work arch i tectu re , in wh i ch the tra n s-
m i t ters also act as ro uters , h ave also been used to en su re rel i-
able data signal.

De l ay. Wi reless can be slower than properly ro uted hard -
wi red setu p s . “As the tech n o l ogy improve s , h owever, the dif-
feren ce in time with wi reless data acqu i s i ti on wi ll be shorter,”
pred i cts Ba re s s i . “ Norm a lly, wi red instru m en t a ti on works in
the half-second to 400 ms ti m e , wh i ch is mainly used for con-
trol app l i c a ti on s . In the case of wi rel e s s , we can work up to
on ce per secon d . We don’t po s i ti on wi reless for con tro l ; we do
po s i ti on it for mon i tori n g, wh ere updates one second apart are
accept a bl e .”

Security. Data-signal security may be wireless users’ greatest
con cern .A rad i o - f requ ency data signal is sec u red thro u gh spre ad -
s pectrum tech n o l ogy, a tra n s m i s s i on tech n o l ogy first devel oped
for military use. Th ere are two implem en t a ti on s : d i rect -
s equ en ce spre ad spectrum (DSSS) and frequ en c y - h opping spre ad 
s pectrum (FHSS). In FHSS, wh i ch is used in wi reless local are a
n et work s , the data signal is modu l a ted with a narrowband 
c a rri er signal that hops from frequ ency to frequ ency over a wi de
band of f requ encies (ei t h er the 900-MHz or the 2.4-GHz band,
s ee sidebar “RF fundamen t a l s” ) . The FCC requ i res manu f ac-
turers to use at least 75 frequencies per transmission channel,
with a maximum dwell time (the time spent transmitting at a
p a rticular frequ ency bet ween hops) of 400 ms. The ra n dom 
s equ en ce , k n own as the hopping code , is progra m m ed into the
tra n s m i t ter and receiver. The signal en er gy is spre ad in the ti m e
domain ra t h er than ch opping it into small pieces in the 

f requ ency dom a i n . This process redu ces interferen ce because a
s i gnal from a narrow-band sys tem wi ll on ly affect the spre ad
s pectrum signal if both are tra n s m i t ting at the same frequ en c y
at the same ti m e . If s y n ch ron i zed properly, a single logical ch a n-
nel is maintained.

Spread-spectrum communications even make it possible to
transmit signals that are mu ch we a ker than the wi de - s pectru m
b ack ground noise level . S pre ad spectrum tech n o l ogy is based
on the Shannon-Hartley law, which states:

C = W log2(1 + S/N)

in wh i ch C is the ch a n n el capac i ty in (kbi t / s ) , W is the ch a n n el
b a n dwidth (in kHz), and S / N is the sign a l - to - n oise ra tio ex-
pre s s ed as a pure ra tio (i . e . , not in dec i bel s ) . If one wants to
transmit at 50 kbit/s over a 1-MHz bandwidth (W 5 1 0 0 0 ) ,
then the minimum signal-to-noise ratio required is

50 5 1000 log2(1 1 S/N)
S/N 5 2(50/1000) 2 1 5 0.035

which corresponds to 214.5 dB.
Power co n s u m p t i o n . O n ce con s i dered battery hu n gry devi ce s ,

s en s ors now incorpora te batteries with 3–5 year opera ti on a l
lives, depending on use, and 10-year shelf lives. Sensors incor-
pora ting battery altern a tive sources also have been de s i gn ed .
MicroStrain’s EmbedSense device uses an inductive link to re-
ceive power from an external coil and returns digital informa-
ti on su ch as stra i n , tem pera tu re , and unique ID inform a ti on .
In the futu re , devi ces com p lying with the new IEEE 802.15.4
Zigbee wireless standard also can be designed to provide long
battery life.

Paper cuts
Walking the wi reless walk may be far of f for companies that sti ll
cling to the sec u ri ty bl a n ket of p a per. In proce s s - con d i ti on
record s , for ex a m p l e , the adva n t a ges of p a perless digital record-
ing inclu de progra m m i n g, n et working via Et h ern et/IP inter-
f ace capabi l i ti e s , and arch ivi n g. Ot h er adva n t a ges inclu de el i m-
i n a ting the costs of p a per, i n k , and stora ge , a l ong with the abi l i ty
to con du ct data analyses faster and pre s ent re sults more cl e a rly.
Di gital recorders can also be progra m m ed to provi de instanta-
n eo u s , avera ge , or increm ental va lues and can be net worked to
provide information over a secure Web system.

A Web interf ace is the preferred format for data sharing and
rem o te mon i tori n g. Web - en a bl ed devi ces and sof t w a re make
it easy to mon i tor digital inform a ti on ac ross sec u re com mu-
n i c a ti on sys tems su ch as a com p a ny ’s In tra n et site . An incre a s i n g
nu m ber of s of t w a re sys tems are incorpora ting short messag-
ing servi ce com mu n i c a ti ons (SMS) as well as gl obal sys tem s
for mobile (GSM)com mu n i c a ti on s . SMS notifies rem o te per-
s on n el of c ri tical events by mobile tel eph on e s , e-mail acco u n t s ,
and pagers . GSM is a mobi l e - ph one tech n o l ogy that all ows re-
m o te ack n owl ed gem ent of n o ti f i c a ti on and con f i rm a ti on of
recei pt .

Figure 1: HMI screen for pharmaceutical manufacturing (Genesis32,
Iconics).
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Toolkits for control
Di gital data sys tem s , e s pec i a lly those that are also Web - en a bl ed ,
f ac i l i t a te process con trol du ring batch manu f actu ri n g. The goa l
for these sys tems is to provi de re a l - time diagn o s tics and con-
trol of the instru m ents and opera ti on s , ri ght down to the va lve s ,
m o tors , and pumps. Several com m erc i a lly pack a ged and cus-
tom i zed soluti ons are ava i l a bl e . The con f i g u ra ti on , type , a n d
design of a control system a company chooses depends on the
l evel of con trol and the nu m ber of I/O points that must be han-
dled as well as the cost, speed, usability, start up time, and ease
of installation and validation.

At a minimu m , con tro ll ers should be able to work with a va-
ri ety of bus pro toco l s , i n cluding popular platforms su ch as OPC
( O L E for process con trol or open con n ectivi ty ) , Fo u n d a ti on
f i el d bu s , and Ha rt . Ha rt is a singl e - wi re sys tem (one wi re per
devi ce ) . F i el d bus is one wi re to 16 devi ce s , and hu n d reds of
these can be gro u ped on to one cabl e . At a high er level , ei t h er
t h ro u gh high - s peed Et h ern et or rem o te con tro ll ers , t h o u s a n d s
of devices can be configured into one wire.

Modern hybrid con tro ll ers , for ex a m p l e , h ave Et h ern et open
con n ectivi ty, rec i pe handling capabi l i ti e s , and the abi l i ty to han-
dle a va ri ety of a n a l og and digital modu l e s . One important fe a-
ture of the interfaced programmable logic controller (PLC) is
the “feel ” of the gra phic interf ace . One recen t ly rel e a s ed con-
tro ll er de s i gn has a to u ch s c reen interf ace (model T800 vi su a l
su pervi s or, Inven s ys / Fox boro, w w w. fox boro. com ) . F i n a lly, m o s t
con tro ll ers are Wi n dows based and some newer sof t w a re sys-
tems incorporate biometric technology.

Mu ch exc i tem ent for those con trol sys tems of fering Wi n-
dows - b a s ed gra phic user interf ace is the upcoming release of
Microsoft’s 64-bit Project Longhorn operating system. At first
Mi c ro s oft sch edu l ed Lon gh orn’s release for late 2004, but the
most recent proj ecti ons put the release date som etime in 2006.

The jump to Longhorn is analogous to the transition from 16-
bit Wi n dows 3.1 to 32-bit Wi n dows NT, explains Tim Don a l d-
s on at Iconics (www. i con i c s . com ) . Mi c ro s oft also is planning
to release its In d i go sof t w a re , the next vers i on of the .Net fra m e-
work , wh i ch wi ll affect devel opers that use Web - b a s ed data 
sharing.

H M I / S CA D A . Human machine interf ace / su pervi s ory con tro l
and data acqu i s i ti on (HMI/SCADA) sys tems take data from the
control layer and make the data available to higher levels (e.g.,
m a nu f actu ring exec uti on sys tem s ) . Don a l d s on explains that
s ome companies distinguish bet ween the HMI and SCADA ,
but most com bine the two. Because HMI/SCADA all ows direct
com mu n i c a ti on bet ween the process and indu s try pers on n el ,
com p a ti bi l i ty with wi reless tech n o l ogy and Web - en a bl ed ca-
p a bi l i ties can lead to gre a ter ef f i c i en c y, e s pec i a lly wh en per-
sonnel can view information directly from the plant floor.

H M I / S C A DA provi des both mon i toring and con tro l . Di rect
con n ecti on to the OPC infra s tru ctu re all ows re a l - ti m e , bi -
directional communication between the HMI and PLCs. OPC
is a standard for the HMI (the gra phical interf ace to the con-
trol process) or client software to talk to I/O devices.

Donaldson suggests that HMI/SCADA systems be compati-
ble with va rious fiel d bus pro toco l s . Ot h er qu e s ti ons com p a n i e s
may ask when selecting HMI/SCADA software include:
● Com p l i a n ce with 21 C F R Pa rt 11. Can each opera tor inter-

action be accounted for to establish an audit trail?
● The type of p l a tform the sof t w a re re s i des on . Don a l d s on says

98% of s ys tems are Wi n dows based . Can the platform be scaled
down (e.g., from Windows XP to Windows CE)? 

● Does the software have a Web interface so that it can be con-
tro ll ed rem o tely? Does it have a server that can feed the in-
formation to different Web clients?

● Can you have wi reless com mu n i c a ti ons con n ecting to the
HMI server?

● What devices communicate with the HMI server?
● Is there an interf ace built in that all ows users to re ad va lu e s

from legacy hardware?
● How easy is it to create the on-screen graphics of tanks, ves-

sels, and pumps that are essential to the process? Ideally, the
s of t w a re would have a libra ry of prebuilt gra phics for these
objects.

Easing into automation 
Di gital autom a ti on provi des a hands-of f adva n t a ge . For ex a m-
p l e , a utom a ti on sys tems provi de data acqu i s i ti on capabi l i ti e s
by means of el ectrical con n ecti ons to sen s ors in the field that
can provi de inform a ti on abo ut the nu m ber of pounds of i n-
gredients into a tank and process conditions such as tempera-
ture and pressure. Automation also provides control capabili-
ties to specific devi ces su ch as motors , va lve s , and actu a tors .
F i n a lly, a utom a ti on sys tems coord i n a te the sen s ors with the
process instru m en t s , a utom a ti c a lly con tro lling the tem pera-
tu re , pre s su re , and level to make a batch according to a pro-
grammed recipe.

Al t h o u gh several autom a ti on sys tems are com m erc i a lly ava i l-
a bl e , t h ey share many standard fe a tu re s . According to Davi d
Holmes at Emers on Process (www. e a s ydel t av. com ) , most au-

Table I: National Electrical Code classification for Class I
l o c a t i o n s .
Division 1
• Locations in which hazardous concentrations of 
flammable gases or vapors exist continuously, 
intermittently, or periodically under normal conditions.
• Locations in which hazardous concentrations of 
f l a m m a ble gases or vapors may exist frequently because 
of repair or maintenance  operations  or because of leakage.
• Locations in which breakdown or faulty operation of 
equipment or processes might release hazardous 
concentrations of flammable gasses or vapors.
Division 2
• Locations in which volatile flammable liquids or flammable
gases are handled, processed, or used but are normally 
kept in closed containers and can only escape due to 
accidental rupture.
• Locations in which hazardous concentrations of gases or 
vapors are normally prevented by mechanical ventilation 
and might become hazardous due to failure of the 
ventilating equipment
• Locations adjacent to Class I, Division 1 locations.
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tom a ti on sys tems of fer the fo ll owing ca-
pabilities:
● the abi l i ty to re ad inform a ti on from in-

s tru m ents su ch as sen s ors (data acqu i-
sition)

● the abi l i ty to send el ectrical outp uts to
s pecific process equ i pm ent (e . g . , m o tors ,
va lve s , cen tri f u ges) that may ch a n ge the
ra te of h e a ting or coo l i n g, pre s su re , a n d
so forth

● an HMI interf ace or gra phics repre s en-
tation of what is going on in the plant

● the abi l i ty to con trol instru m ents to co-
ordinate a particular task such as mak-
ing a batch

● the abi l i ty to repeat an opera ti on wi t h
minimal human interference
“The differen ce among ven dors is in

h ow well and how fast they can perform
these capabilities,” says Holmes. Another
f actor that distinguishes autom a ti on sof t-
w a re sys tem s , s ays Kim Con n or (Emer-
s on ) , is assistance in meeting reg u l a tory
requ i rem en t s , qu i ck com m i s s i oning (e . g . ,
get ting online as fast as po s s i ble by taking
adva n t a ge of bus devi ce s ) , and cl a s s - b a s ed

con f i g u ra ti on (e . g . , u s ers cre a te a parti c-
ular con f i g u ra ti on and can reuse that con-
figuration in various places).

For ex a m p l e , E m ers on’s DeltaV au-
tom a ti on sys tem provi des diagn o s tic in-
form a ti on abo ut equ i pm en t . Previ o u s ly,
i n s tru m ent health was esti m a ted on the
basis of historical information. Now sys-
tems can actually assess the health of the
i n s tru m ent and alarm the opera tor that a
devi ce is not working properly or may fail
in the near futu re . This capabi l i ty is known
as “pred i ctive tech n o l ogi e s” or what Emer-
s on calls “a s s et managem en t” or “a s s et op-

ti m i z a ti on .” An o t h er newly ava i l a ble ca-
pability with some automation software,
and of i n c reasing interest to manu f actu r-
ers, is Web-enabled engineering services.

Batch management. Ba tch managem en t
f u n cti ons in fully integra ted sys tems bri n g
a ll of this inform a ti on toget h er on to on e
p l a tform . One autom a ti on sys tem uses its
p a ten ted fra m ework to or ga n i ze produ c-
ti on - f ac i l i ty data in va rious formats so that
en gi n eers , opera tors , con tro ll ers , m a n a ge-
m en t , and mainten a n ce pers on n el all can
vi ew the inform a ti on in con text rel eva n t
to their jobs (As pect Obj ect fra m ework ,
800xA ex ten ded autom a ti on sys tem , A B B,
w w w. a bb. com ) . If a batch managem en t
s ys tem has Web - en a bl ed capabi l i ties as well
as SMS and GSM tech n o l ogi e s , i n form a-
ti on can be mon i tored rem o tely and re-
m o te pers on n el can be noti f i ed of c ri ti c a l
b a tch or process even t s .

The 800xA batch management system
also can “cl on e” b a tch process equ i pm en t ,
according to A B B’s J. Ru h e . Us ers don’t
h ave to modify master rec i pes wh en
adding new produ cti on capac i ty to thei r
p l a n t s . In s te ad , on ce the new proce s s
equ i pm ent has been qu a l i f i ed for pro-
du cti on , it can be ad ded to an equ i pm en t
group def i n i ti on . Equ i pm ent groups de-
fine units of similar process capabi l i ty.
Ma s ter rec i pes (con trol rec i pes) can spec-
ify equipment requirements by reference
to equipment groups.

In tegra ti on is one of the main intere s t s
in batch managem ent soluti on s . Says Ru h e ,
“We are starting to see an increase in re-
quests for integra ti on of trad i ti onal batch
f u n cti on a l i ty with material tracking and
qu a l i ty managem ent functi on a l i ty man-
a gem ent of lot samples, for instance wi t h i n
the overa ll inven tory or material track i n g
m a n a gem ent functi on a l i ty.”

Fall back or spring ahead?
Companies don’t usu a lly buy sen s ors and
p l ace them node - by - n ode within their fa-
c i l i ti e s . And they cert a i n ly don’t buy and
i n s t a ll new sof t w a re every time a new ver-
s i on is rel e a s ed .“Th ere are sti ll com p a n i e s
that don’t want to invest in sof t w a re ,” s ays
Di etmar Mu ell er at Werum Sof t w a re & Sys-
tems (www. weru m . com ) .“ In the long ru n ,
this is a disadva n t a ge wh en manu f actu rers
a re com peting with larger com p a n i e s .”

Moreover, ph a rm aceutical com p a n i e s
m ay also shy aw ay from souped-up auto-

EmbedSense wireless sensor (MicroStrain)
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mated systems because they hate to tear out and replace exist-
ing mon i tori n g, con tro l , or autom a ti on sys tems while they sti ll
f u n cti on properly. One ph a rm aceutical en gi n eer noted , h ow-
ever, that the sys tems used at his fac i l i ty were abo ut 20 ye a rs
o l d , deteri ora ting badly, and were no lon ger su pported by thei r
original suppliers. The company knows it will eventually need
to install new system, but it just hasn’t been a priority yet.

Some drug makers may not see autom a ti on as a place for in-
ve s tm ent because install a ti on and reva l i d a ti on is too ti m e - con-
su m i n g.“The main re a s on that keeps companies from upgrad i n g
s of t w a re vers i ons to ex i s ting produ cti on lines is va l i d a ti on ,” s ays
Don a l d s on . “O n ce a sys tem is va l i d a ted , most manu f actu rers
do not want to upgrade because the validation cost outweighs
the cost of new software.”

Moreover, s of t w a re ven dors of ten have difficulty dem on-
s tra ting the co s t - ef fectiveness of n ew tech n o l ogies because pre-
vious cl i ents hesitate to share process det a i l s . It’s that ed ge , t h ei r
clients claim, that holds them ahead of their competitors.

So just wh en is it the ri ght time to invest in new tech n o l ogy ?
“An ideal time is wh en new va l i d a ti on wi ll be requ i red ” s ays
Don a l d s on . “Ot h er indu s tries add a node here or a node there ,
but in the ph a rm aceutical worl d , i t’s more likely wh en they are
redoing the whole production line; so they add HMI software
with new sensors, new mixers, new everything.”

In the interi m , i t’s difficult for companies to invest in webbed
or wi reless tech n o l ogies until they are at minimum com fort-
able with digital technology. A large and very realistic concern
is how the increase in el ectronic data coming from new proce s s
sensors will affect compliance with 21 CFR Part 11. And until
the industry is as comfortable with Part 11 as it is with e-mail,
investments in digital systems will be made hesitantly.

Ri ght now, m a kers of devi ces like process sen s ors may not
specifically target regulated industries, but some software ven-
dors have re a l i zed that knowing ph a rm aceutical reg u l a tory re-
qu i rem ents can give them a com peti tive ed ge . In fact , ph a rm a-
ceutical companies at this time may not necessarily be looking
for bl eed i n g - ed ge tech n o l ogy in their sof t w a re soluti on s — pre-
ferring inste ad to focus on soluti ons that wi ll just keep thei r
businesses running smoo t h ly. “Companies are looking more
for systems that are reliable and robust in addition to compli-
ance with regulatory requirements,” says Mueller.

While Don a l d s on agrees that com p l i a n ce and cost are the
pri m a ry factors , he con tends that process ef f i c i ency should also
en ter the equ a ti on . As he ob s erve s , “You have to put a differen t
spin on it by asking, ‘How long can a company be competitive
with the old style of record keeping? Com peting companies are
p ut ting new equ i pm ent into their manu f actu ring fac i l i ti e s . Th ey
a re making more produ ct with fewer people and can get prod-
u ct out the door qu i cker. Th ey are producing more . Why are
they making these investments?’” P T
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